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The problem

 When speaking about
disinformation, there exist
2 walls of defence:

e protection by social
media company

e protection by users
themself

Elon Musk

X This essentially means that X Premium (fka
Twitter Blue) is free for accounts that generate
above 5M views.

Elon Musk
X This should help alot with spam bots

Note, only views from verified handles count,
as scammers will otherwise use bots to spam

views to infinity. X X &%

you can now limit replies to verified users
X Elon Musk & x

Correct, read for free, but $1/year to write. It’s
the only way to fight bots without blocking real
users.

This won’t stop bots completely, but it will be
1000X harder to manipulate the platform.

measures by
social media

otometer,

’An OSoMe project

Punishing hurricanes to spur mere Central American
migration

Fake news debunker by InVID & WeVerify

@ Featured

' 2 6 & & &:HO) News & Weather | 100,000+ users

measures by
users



The problem

 Measures by SM
examples:

o Twitter/X efforts to
decrease number of
bots

* Block/Shadowban of
suspicious accounts

e Tinder Al safety features

Elon Musk & x Elon Musk & X

This essentially means that X Premium (fka X This should help a lot with spam bots
Twitter Blue) is free for accounts that generate

above 5M views. X X%

Note, only views from verified handles count, you can now limit replies to verified users
as scammers will otherwise use bots to spam

views to infinity.

X Elon Musk & X

Correct, read for free, but $1/year to write. It’s
the only way to fight bots without blocking real
users.

This won’t stop bots completely, but it will be
1000X harder to manipulate the platform.

[MepesecTn noc

& The Indian Express

A look at shadowban policies on Instagram & Facebook and
what you can do to appeal unfair bans

First, what is shadow banning? If you are a creator and have noticed a sudden,
significant drop in engagement on your content then chances are...




The problem

 Measures by users
examples:

e Tools that spot fake
news & bots

» Turing tests for chats

* Bot-helpers to manage
group chats

e Manual human
verification

AP ©
AP . o

It there's a caravan, I'm gong.” Hack-to-back humcanes hit Cemtral
Amenca with dovastatng fury this menth, anc experts worry the regon
% on the verge of ancther mass mugraton. Stragging sconcrves ard
prrsizient violence have dnven larvlbes north n great numbers n

recent years

Punishing hurricanes to spur more Central American

migration
Show factual rating » Pochaby VerySign. Pepudutiy. S0%, Sescarch this wazect *, Zee MIIC 8 resert :
—— - e Link to MBFC report on
WD 3 g p stz 79 Share ~— 3
PP ==~ this source
) Likg~" ) Comment > Share
> Moxt Relevant =

Open factualsearch news e

) see filtered news on this _,,-"’
) °

B Ot O m et e r® 'f)V'E Fake news debunker by InVID & WeVerify

® Featured

An OSoMe project (bot-o*
***** 28 O News & Weather | 100,000+ users

A powerful tool for admins, designed to
analyze, clean, and protect a channel/

group from cheating. 9:26 -
+ Subscriber analysis, displaying detailed
audience statistics with the ability to share ' H 0
thorm. < Notifications
« Clearing a channel/group of unwanted
audiences (inactive, deleted, Arabs, etc.) New
* Reliable protection of channels from
cheating roberthall1260398
- Export subscribers to file 3 ’ requested to follow m Delete
- Ability to install captcha ¥ you.44s
+ Auto-acceptance of applications with your ronaldadams5282954
message :
» Filtering new users based on multiple requested to follow Delete
criteria sl
+» Audience crossover between channels
* Mass rejection of accumulated
applications
+ Obtaining channel statistics via link ronaldthomas9648136

requested to follow Delete
And a bunch of other features that are you. 6m
available for free and without subscriptions!

anthonycollins3993969
GladOS is the best protection for groups requested to follow Delete
and channels at the moment. you. 8m

@INOTAROBOT @ 4,6K07:17



The problem

* For manual verification you need to read a lot of text -
In fact, you need to scan previous activity of account

« SVIVNEWS@ p Media outlet
100 Twits
« Farrukh©® User

{ 00 Twits

* For many accounts you just can not do it manually



ARElight

o 4 \ SuspiciousCat
L @suscat2023

Alice was his friend, so she will support Bob

12:16 AM - 2021-04-27 - Twitter for iPhone

3,911 Retweets 50 Quote Tweets 27.9k Likes
;m"

4 % )\ SuspiciousCat
N @suscat2023

Chris thinks Bob deceived him

12:16 AM - 2021-04-27 - Twitter for iPhone

3,911 Retweets 50 Quote Tweets 27.9k Likes

‘mm
4 4 \ SuspiciousCat
= @suscat2023

Bob didn't like living in the USA

12:16 AM - 2021-04-27 - Twitter for iPhone

3,911 Retweets 50 Quote Tweets 27.9k Likes



ARElight

Alice was his friend, so she will support Bob

Chris thinks Bob deceived him

M

Bob didn't like living in the USA

* ARElight use Al to identify instances in text such as:
Person, Organization, Location, Date

e Within small amount of text, identify relations and their sentiment
(positive &), negative @, neutral &)
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ARElight

Chris =9 Bob Alice == Bob Bob =—g— USA
Alice =—/{iY=— Bob Bob =—@g—— USA

 Small texts united into a single network, that represent the
narrative of text
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(a) dataset
selector

(b) visualisation
options

ARElight

 Demo: https://guardeec.qgithub.io/arelight demo/template.

tml

>

(c) visualisation model
selector

ARElight-0.24.0 Demo

Here is your datasets from folder
case_2_mkwm2022_ua_DIFFERENCE_ru e

Reflects what is unique in narrative of pro-Ukrainian
users in comparison to pro-Russian (graph operation
‘Difference’ between 'ua.json' and 'ru.json’).
Vertex frequency:

50 s
Leave top x% of Vertices by t t

Edge width:

150 5
om 0 to Inf
Edge opacity:
0,3 s
X pacity g€ you need from
Force scale:
50 2

Inly for force graph: vertex repuls

Display positive edges
Display negative edges
Display r edges

Remove unnecessary links of you need

\ | | ,
|

@ guardeec.github.io

UNKNOWN.Great Britain

UNKNOWN EU CPE SRR
UNKNOWN.Soviet Union o
UNKNOWN Russia

PERSON.Biden o
GPE. Ukrainekil ahian
pra‘;‘.“f“ WN. Valya Matvienko

GPE China GPE Ukraine SOHOBRAT sky
GPE Crim&P E Melitopol
GPE .Japan
PERSON hitler
ORG.NATO

PERSON.Medvedey

PERS Putin
fe Manu%o EARSON. Puti ORG.EU
GPE Kharkiv PE Kromiin GPELLPR
GPEDPR
GPE Kyiv, GPE Hague
PERSON.potion
GPE.Germany PERSON.Biden Putin
PERSON.troll
PERSON.troll haha PE
GPE.Odessgpe Donbass
UNKNOWN.AIl
GPE Russia

GPE.Romania

ORG.wamer

ORG.volkswagen harley davidson

PERSON.Blinkina Putin

GPE.Republic of ichkeria

PERSON Milosha ZemaR: ford intel

GPE Bulgaria
GPE.fGimi apple ORG

ORG.disney visa
bmw PERGEE

@
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2 3 s
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g s
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(d) force layout
visualization model
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(d) radial layout
visualization model
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https://guardeec.github.io/arelight_demo/template.html

ARElight

* Operations - UNION

 Merge multiple texts' graphs together

G1

=N

Union .
We=Wg1+Wgo ; -
Wv=3W,(e) ! 5 :

Summarizing ~

multiple graphs, @W'z@ U @W= @ :

e.g. making graph |
of UK politicians
from individual
Twitter accounts

Example

Create graph of
multiple
politicians using | &
Twits of Boris
Johnson and Rishi |
Sunak
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ARElight

* Operations - INTERSECTION

 What is similar between 2 texts?

5 Gy 5 5 G2 - G
Similarity § g -
We=min(Wg4,Wgp) : ; : :
We=ZW(e) | e s -
: w=11 ; w=7 ' ! w=7 (7<11)
: E . - removed
Find similarity :@ @ ! n : @ w= @ { = edge
between graphs, w=0 (0<3)
e.g.common ! w=11 : ] :
between graphs of removea
Twits among 2 ! ' : : : edge
accounts : | : w=0 (0<11)
Example s N | - E—r ; -
N~ N : :
TN\ b | AN
Create graph that ! ALK n _ —
describe what is | ! | :
similar between ! : : ——
Twits of Boris A .
Johnson and Rishi | . : : ! T
Sunak Boris | | . Their similarity
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ARElight

e Operations - DIFFERENCE (not commutative)

 What is unigue in one text in comparison to another?

Gy Go G

Difference 5 i E |
Wo=Wy-Wgp removed edge
Wy=3W,(e) ; ' ; ; | w=-2 (5-7)
w=5 ] : w=7 :
foo)
Find difference :

between graphs, ! : w=1 (1-0)
e.g. what is unique ' : : '
in Twits of usery in |
comparison to users!

5
z
®

Example

' '
—ne e > : GPE France
. . GPE.UK
K — T '
. —— R . ! '
] ]

Create graph that .
describe what is !
unique in Twits of |
Boris Johnson in
comparison to Rishi;
Sunak

Rishi | Their difference
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Demo

 Examples:

- War & Peace book
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PERSON.Nikolai

P
&ngr""s'eepyhead

PEF{S(i

PERSON.Nikolay

ERSON.Natasha

GPE.Petersburg

_PERSON.Andr

PERSON:Spéransky

PERSON.Marya

PERSON.Bolkonsky GPE.Moscow

PERSON.height

GPE.gratifying

PERSON.Pierre

PERSON.Marya Dmitrievna

PERSON.Villarsky

P Hel
PERSON.berg ERSON.Helen

PERSON.Dnig ON-anatole

ERSON.Rostov
PERSON.Boris

PERSON.dolokhov

PERSON.Julie



Demo

Examples: RU/UA comments

1,351,478 comments from 167,273 users
users

RU USERS UA USERS

p— — p— —
GPE.Iraq
eu‘mﬂ% hkin Tehalkovsky Mendeleey
Pzﬁsgrﬁ Emrgym E‘%ﬁ;@;} v
E\l‘.)K IOWN. All
S egion —
GPE.Afghanistan
UKW BB er
UNKNoﬁ';‘%C"iq; i UNKNOWN. organization to unite the nation GPE&%Jvans <.
-Great Britain PERSON.gl
E Donetsk ORG.dnr Y ORGA/GRSON Milosha Zt < =]
PEum GPEdiy@o3hd " / GPE.Yugoslavia e PERSON.Lauterb) e
su ' raq
: PERSON hitler GPE north korea
ORG.EU PRENATO PERSON bander
aPEy P France GPE tal
a severst
GPEOdessa . OPE Grimea UNKNOWN.Great Britain GPEDPRK
| UNKNOWN. Sovi -
UNKNOWN:Russia { 1 GPEET IOWN.Sovief PEDPR — PE Russla GPE.Czech
i PE.USA GPE.ldnr )
L@(NOWN.EU \ UNKNOWN.whitd
SN PERSON Biden Rotenberg omgey  GPEFance ORG.youtube
GPE.| Kyiv\\ R PERSON.potion
L GPE Kharkiv GPE.Japan GPE MosgauCrimea -
» GPE BoiFBE England \ BPEUSA " o
GPE Germany ARG, \ UNKNOWN.EU
|, b BTy — ORG'NATVG ) e i 7 \ GPE.Republi |, i
- \ PELPR PERSO] \
[ Pt GPE.Syria |\ LOC.west ot
B GPEDonbass PERSON Matvienko | [ S—
PE.Kharki ]
GPEdombags o / |/ PeRsoNitier . ORG: VS"“"K”OWN WSA
GPE.Moscow - INKNCWN.Serado o GPE.Kosovo
Mot GPE.Great Britain PERSON.You ui 3NKN§\$§‘ Se’z‘sus:ass A c;:e  RosKOMAdZERIFE Vugamfﬁ?%%%%pm
- Mariupol GPE. Tarki ) ro\Porgshent GPE.Donbass
NKN;:/N A 5o P anon ecisoN 2yuganoy PERSON.ZelenskSPE Odessa ooreess.
u " -
GFE Lugansk A& CINKNOWN. Sergei Laviov UNKNOWN.Soviet Union
G remliRSON. Zelensky Z P
PERSON Stalin ERSON.Putin \ .
GPE.DonetsigpE pjnokyGPE Geotgiie | PR ORG.Sun RF 1GPEKyiv
g GPE Chechnys UNKN
UNKNOWN Mikhall Kovalchuk PERSON
PERSON. Yanukovych
PERSON.Andr} -
PERSON.si - r——

INTERSECTION, DIFFERENCE

SIMILARITY DIFF RU/UA DIFF UA/RU

GPE Kyiv GPE.ChRE.CheehyBNDilst.usA

. ORGsu GPE.Crimea —
L. PERSONAmna Yaroslavovich »
- ERSON.P PERSON Zels y
SN UNKNOWNGroatBritain, 1SON.Pute IR B ensk GPE Lugansk forens UNKNOWN.USA GPE Republic of “"keﬂﬂGpE .
e LORG.NATOPERSON.hiter GPE Knarkiv I -l
Tl N et Uni ’ iha .
s | ELPR GPE Afghanistan HKRONN. Sovipt UnioR GPEUSA nder epecn - —]
_GPE Japan ) fFomen PERSON.polion o1
ORG.
\ TUKY® NKNOWN: Sergei Layrov ) J FUNKNOWN.EU GPE Minsky . GPE Germany = “tbe igpesen ‘GPE Meftopol
PE Kyiv PER"S“ \PERSPERSON:Bjden GPE.Donbass.
GPE Idnr 7RPE Rssia GPE.Ukraine
0 JGEE Russia UNKNOWN EU
P Uklamu UNKNOWN.Soviet U 1QCwe! / o \ N\ UNKNOW
3 PELPR \
fre 5’(’&: west UNKNOWN.Russia GPE Dor pr
are mpE OrR GPE Yugoslavia &PE Ukraine GPE YugoSiRREY ERSON.Pulin (
dson PERSON.troll
PE UsA Lrecn GPE Kharkiv oRaNATD - i e |
ina y y . Gor Gag
PERSON GEE Germany GPE.Poland e BRSBTS
‘GPE.IE4AKNOWN. GBF. France o bRE
| GBE. vsu GPE.Japan
UNKNOWN gt un he naton ‘GPE.Roslov regigNKNOWN whitewash e
ORG.EU
GPEKremiin Lreorr
UNKNOWN. organization to unite the nation UNKNOWN.Sovtst Uior PERSON.Zelensky
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Demo

 Examples: Boris Johnson VS Rishi Sunak

1000 last Twits

Promoted by Rishi Sunak MP of Dowrling Street, London, SW1A 2AA

INTERSECTION (What is similar?)

PERSON.David Mitchell's

Yutatb

BERSON.Judi Love

Boris Johnson @ S Rishi Sunak %

Former Prime Minister of the United Kingdom. . .. . .
8 Prime Minister of the United Kingdom 3K
opeuc  FERSONP s @C« leader. MP for Richmond (Yorks).

4,701,343 ereee 2,270,745

GPE.India

& GRE Ukzaine ORG.NATO €h
e DIFFERENCE (What is unique in Boris?) -

o Daily Mail Online

Online  BORIS JOHNSON: A blinding flash, a father
dying in front of his sons, and a video that
proves Israel is fighting for survival against a
death cult...

Rishi Sunak &

In conversation with @elonmus
After the Al Safety Summit
Thursday night on @>
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Overview

« ARElight helps to extract/analyse narrative and represent it in understandable manner for:
= users - for accounts verification and media checks
= researchers - extract/compare narratives of accounts/disinformation
= STEM - present texts in form of graphs for ML/automation/etc.
* ARElight is a tool in several versions:
= Python Library & Demo [complete] - for STEM
=\Neb Service [planned] - for researchers
= Twitter/X browser extension [planned] - for users

* We are ready to help if you would like to use it in your research.

* Python Library: https://qithub.com/nicolay-r/ARElight/

 Demo: https://guardeec.qithub.io/arelight demo/template.html

Nikolay R. (rusnicolay@gmail.com), Maxim K. (maksim.kalameyets@newcastle.ac.uk)
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https://github.com/nicolay-r/ARElight/
https://guardeec.github.io/arelight_demo/template.html

